MyHMLUMNanbHOe KaseHHOoe yupexaeHne
«QEMAPTAMEHT OBEPA30BAHUNA MECTHOW AAMWUHUCTPALN
r.0. HANTbYUK>»

MyHuMyMnansHoe KaseHHoe 06Leo0bpa3oBaTenlbHOE yupexaeHume
«TNLEW Ne2» r.0. HA/TbUUK

MPNKAS

01 ceHTs6pA 2026 T. Ne 149/0

00y TBEP>XKAEHMN MeCT XpaHeHUs MaTepuanbHbiX HocuTenein MAH

Bo ucnonHeHne nyHkrta 13 lMonoxkeHns 06 0COBEHHOCTAX 06PabOTKM NEpPCOHaNbHbIX AaHHbIX,
ocyLlecTBnsiemoln 6e3 MCMonb30BaHWA CPeACTB aBTOMAaTU3aLWUW, YTBEPXKAEHHOro MOCTaHOB/IEHNEM
MpaButensctea PP ot 15.09.2008 Ne 687, c uenbio obecneveHns 6e30MacCHOCTU MEPCOHANIbHbIX
[aHHbIX Npy X 06paboTKe,

MPUNKASBIBAIO:

1. OnpefenuTb MecTa XpaHeHUs MaTepuanbHbIX HOCUTENE NepPCOoHaNbHbIX AaHHbIX
B MKOY «Jlnueih Ne2» M HaszHauuTb /UL, OTBETCTBEHHbLIX 3a O0becneyeHMe COXPAHHOCTU
COrnacHo npunoxeHuto Ne 1.

2. YT1BepauTb 1 BBecTu B gencteme ¢ 01.09.2026 r. NHCTpyKLMIO MNOSb30BaTeNA
NH(OPMaLMOHHbLIX CUCTEM MPU 06paboTKe NepcoHasnbHbIX AaHHbIX (MPUIOXKEHME 2).

3. OTBETCTBEHHbIM NMLUaM, yKasaHHbIM B NPUN0OXeHNE 1 HacToALWero npukasa:

3.1. Ob6ecneuynTb pasfefnibHOe XpaHeHWe MNepcoHaNbHbIX AaHHbIX (MaTepuanbHbIX
HocUTenei) u Apyron nHhopmayuu.

3.2. XpaHUTb MartepuanbHble HOCUTENN MEepPCOHaNbHbIX [AaHHbIX TONbKO B
YTBEPXAEHHbIX MecTax.

3.3. O3HakoOMUTbLCA C WHCTpYKUMEA M HOPMaTUBHO-NPaBOBbLIMU AOKYMEHTaMu B
OTHOLUEHUW NMepCcOoHaNbHbIX faHHbIX, pa3MeLleHHbIX Ha ouumanbHoM cante MKOY «Jluuei
Ne2» B pasgene «O6paboTKa NepcoHanbHbIX AaHHbIX».

3.4. Cobnopatb Tpeb0BaHMA KOHMULEHLNANBHOCTU NMPU XPaHEHUU MaTepuanbHbIX
HOCcUTenel NepcoHanbHbIX faHHbIX.

3.5. Cobnopfatb TpeboBaHNA KOHPUAEHLNANBHOCTA NMPU XPaHEHUWN MaTepuanbHbIX
HOCUTE/NIe NePCOHaNbHbIX faHHbIX.

4. No6xaHnpaze M.b., fenonponssoanTento , JOBECTU 40O CBeAeHUSA NNL, YKazaHHbIX
B NPUNOXeHUN 1 cofepXaHne Bcexw r**bacTodlLero npukasa.
5. KoHTponb 3a |/|cn0m/-|/e"®"|v|ac’\LIJ Ewo npukasa ocTaBnsao 3a COGON.
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MpunoxeHwne 1

Cnncok

XpaHeHNA MmaTepuasibHbIX HOCUTeNen n nny, OTBETCTBEHHbIX 3a COXPaHHOCTb

CbeMHbIN HocUTelb MHopMaLUn
(MaTepuanbHbIA HOCUTESb)

JInyHble aena paboTHUKOB

TpyaoBble KHUXKM COTPY/AHUKOB
MeANLNHCKNE KHUXKUN COTPYAHUKOB
JInuHble aena obyyaroLmxcs
MepcoHa/bHbIE JaHHble 06yYatoLLMXCs

MepcoHanbHble 4aHHbIE 06YYatOLMXCS
MepcoHanbHbIE AaHHblE 0BYYatOLLMXCS

MepcoHanbHble JaHHble 00yYatoWnXcs
MepcoHabHble fJaHHble 00yYatoLLMXCs
MepcoHasbHbIe laHHbIE 06yYatoLLMXCs
MepcoHabHble AaHHbIE 06yYatoLLMXCs
MepcoHanbHble JaHHbIE 06YyYaroLLMXCS
MepcoHanbHble fJaHHbIe 06yYatoLLMXCs
MepcoHabHble AaHHble 06YYatoLLMXCs
MepcoHabHble JaHHbIe 06yYatoLLMXCs

MepcoHanbHble 4aHHbIE 06YYatoLMXCs
MepcoHanbHble AaHHbIE 06YYaOLLMXCA
MepcoHanbHble AaHHbIE 06YYaroLLMXCS
MepcoHarbHble AaHHbIE 06YYatoLLMXCS
MepcoHabHble AaHHble 06YyYatoLLMXCS
MepcoHanbHble faHHble 00YyYatoLMXCs
MepcoHanbHble JaHHbIE 06YYatoLLMXCS
MepcoHanbHble AaHHble 06YyYatoLMXCs
MepcoHanbHble JaHHbIE 06YYatoLMXCS
MepcoHanbHble AaHHble 06YyYatoLLMXCs
MepcoHanbHble AaHHble 06YyyYatoLLMXCs
MepcoHanbHble AaHHbIE 06YyYatoLLMXCS
MepcoHarnbHble AaHHble 06YyYatoLLMXCs
MepcoHanbHble AaHHble 06YyYatoLLMXCS
MepcoHanbHble AaHHbIE 06YYatoLLMXCS
MepcoHanbHble faHHble 06yYatoLMXCs
MepcoHanbHble AaHHbIE 06YyyYatoLLMXCs
MepcoHanbHble AaHHble 06YyYatoLLMXCS

OTBETCTBEHHOE 3a

MecTo xpaHeHUdA
XpaHeHue Nnuo

Celih B KabuHeTe MHcMeKTopa oTaena kagp [Ayryny6rosa A.H.
Celith B KabMHETe MHCMEKTOPA 0TAeNa Kaap
Celidh B KaBUHETE MHCMEKTOPa 0TAeNa Kagp
3anuvparowmiics Wwkad) ana AoKymMeHTOoB (apx) JTo6xaHnaze M.b.

KabuHeT nctopum

KabMHET PYCCKOrO0 A3bIKa 1 TUTEPaTYpbl

KabuHeT kabapMHO-4ePKECCKOr0 A3blKa 1

nnTepaTypbl

bapganosa 3.B.

be3suposa A.A.
Kawwupokosa P.B.

KabuHeT banKapcKoro A3bika v nuTepatypbl  Tenneesa X.M.

KabUHET MaTeMaTuKun
KaObWHET aHTNIACKOr0 3blKa
KabunHeT Xxmmmm

KabuHeT 6uonorunu
KabuHeT reorpadguu
KabuHeT hrsnkun

KabuHeT MH(opmaTnkn

KabuHeT TexHonorum (Tpya)
Bubnnoteka

KabunHeT Havya/bHbIX K/1accoB
KabunHEeT HauyanbHbIX KNaccoB
KabunHeT HayanbHbIX KNaccoB
KabuHeT HavyabHbIX KNaccoB
KabuHeT HauabHbIX KNacCcoB
KabuHeT HavyabHbIX K1accoB
KabuHeT HavabHbIX K1accoB
KabuHeT HavyabHbIX KNaccoB
KabuHeT HaYanbHbIX KNaccoB
KabuHeT HavyanbHbIX KNaccoB
KabuHeT Havya/bHbIX K1accoB
KabuHeT HavabHbIX K1accoB
KabuHeT HavyabHbIX KNaccoB
KabuHeT HauabHbIX KNaccoB
KabuHeT HayabHbIX K1accoB
KabuHeT Haua/bHbIX KNaccoB

Ha3zaposa I'.M.
Mapxunesa O.B.
3anosa T.B.
LLloreHosa P.M.
Mokauaiino HO.A.
Bervesa /1.M.
AHppeeBa E.1O.

KokoeBa A.A.
YBxukoesa O.H.
barosa ®.A.
becnaHeesa P.C.
buuekkyesa A.X.
boraykasa /1.A.
Tebepamnesa V.A.
BacuneHko HO.O.
"apaHuHa KO.M.
MoHranwesa A A.
EBraxykosa ®.X.
Kannb6atosa J/1.M.
KappgaHosa /1. .
Kouemosa T.H.
MypagoBa .B.
Ospokosa J1.C.
Coxosa M.M.
Ymaposa 3.M.



MpunoxeHue 2

NHCTPYKLUWA
nonb3oBartesis No paboTe ¢ NEPCOHaSIbHLIMWN AaHHLIMN

1. O6wme NonoXKeHns

1.1. Hacvosiwaa WHCTpykuus onpefenser obwue npasuna pabotbl coTpygHMKoB MKOY
«Jlnuein No2» ¢ nepCcoHa/IbHbIMU [aHHBIMU.

1.2. NepcoHaNbHble [AaHHble B 3/MEKTPOHHOM BuAe 06pabaTbiBaeTC B MH(POPMALUOHHbIX
CUCTeMax NepcoHasbHbIX AaHHbIX. Takke yCTaHaBNMBaeTCs 0COObIA NOPSAAOK 06paboTKM U XpaHeHUs
MepCoHaNbHbIX AaHHbIX, COAepPXaLLMXCca Ha BYMaXKHbIX HOCUTeNsX.

1.3. Monb3oBatenem sBASETCS COTPYAHUKM MKOY «Jlnueid Ne2» y4yacTBYHOLWMIA B pamKax
CBOMX (PYHKLMOHa/IbHLIX 00653aHHOCTe B npoueccax Kak aBTOMaTu3MpoBaHHOW 06paboTku, Tak U
06paboTKM 6e3 NCNoNb30BaHWUA CPeACTB aBTOMATU3aLMM NepCOHaIbHbIX AaHHbIX, a TaKXKe VMELL it
[JOCTYM K annapatHbIM CpeACcTBaM, NPOrpaMMHOMY OOEeCNevyeHUto, HOCUTENAM WH(OpMaLmMm u
CpeAcTBam 3aLUUThI.

1.4. Monb3oBaTeNb B CBOe paboTe pPyKOBOACTBYeTCA HacToswel WHcTpykumeld, Mpasunamu
06paboTKM MEePCOHa/bHbLIX [aHHbIX, PYKOBOAAWMMW W HOPMATUBHbIMU AOKyMeHTamu PCTIK
Poccum n ®CB Poccun u gpyrummn fokymeHTamm MKOY «/lvueii No2» , pernameHTUpyoLwnuMm
06paboTKy NePCOHaNbHbIX JaHHbIX.

1.5. MeTogunuyeckoe pyKoBOACTBO Mo paboTte [Monb30BaTens OCYLeCTBAET OTBETCTBEHHbIV 3a
opraHu3auunio 06paboTKM NepcoHasbHbIX AaHHbIX.

2. TepMuUHBbI 1 onpeaeneHna

2.1. TepcoHanbHble AaHHble - fobad MHpopmMaLms, OTHOCALLAACA K NPAMO WM KOCBEHHO
OnpefesieHHoOMY, Unu onpegenseMomy usnyeckomy nuuy (Cy6bekTy NepcoHasbHbIX AaHHbIX).

2.2. O6paboTKa nepcoHasibHbIX AaHHbIX - Nt060e AelicTBMe (onepauunsi) MM COBOKYMHOCTb
JeicTBMin  (onepauwuii), CcoBeplUaeMbIX C WCMNOMb30BAHWEM CPeACTB aBTOMatM3auum unm  6e3
MCMOMb30BaHMSA  TaKUX CPEACTB  C  MEpPCOHaNIbHbIMW  [aHHbIMW, BKAw4ad cbop, 3anuch,
cucTeMaTM3aLMilo, HaKOM/eHWe, XpaHeHWe, YTOYHeHWe (OOHOB/IEHME, W3MEHEHWE), W3BMIeYeHMe,
MUCnonb3oBaHMe, nepegayvy (pacnpocTpaHeHwe, npeaocTaBneHue,  JocTyn),  06e31n4vMBaHue,
610KMpOBaHWe, yaaneHne, YHUUTOXEHME NEPCOHANTbHBIX AaHHbIX.

2.3. ABTOMaTM3MpOBaHHas 06paboTKa NepcoHasIbHbIX JaHHbIX - 06paboTKa NepCoOHaNIbHbIX
[aHHbIX C NOMOLLIO CPEACTB BbIYUC/INTENBHOW TEXHUKMW.

2.4. PacnpocTpaHeHue MNepcoHasIbHbIX JaHHbIX - AeACTBUSA, HarnpaB/ieHHble Ha PackKpbITVe
MepPCOHa/IbHbIX AaHHbIX HEONpeLeieHHOMY Kpyry fu.

2.5. TMpepocTaBneHne MNepCoOHasIbHbIX JaHHbIX - AEWCTBUSA, HamnpaBfieHHble Ha PacKpbITVe
MepCoHasbHbIX AaHHbIX OMpeAeNeHHOMY MLy WU onpeseneHHOMY Kpyry N,

2.6. lH(hopmaLMoHHass cuctemMa nepcoHanbHbIX fAaHHbIX (MCIMAH) - COBOKYMHOCTb
cojepxawmxcsd B 6a3ax [aHHbIX MePCOHa/IbHbIX [aHHbIX W 0b6ecrneymBalOWnX WUX 06paboTKy
NH(OPMALMOHHBIX TEXHONOTUIA U TEXHUYECKUX CPEACTB.

2.7. ABTOMaTuM3nmpoBaHHOe paboyee mecTo (APM) - NporpaMmMHO- TEXHWYECKUI KOMMEKC,
NMocpeacTBOM KOTOPOro osnb3oBaTesb BbIMOHAET CBOM LO/MKHOCTHbIE 0083aHHOCTU (NEPCOHabHbII
KOMMbIOTEP, HOYTOYK, TEPMUHAN U T.M.).

2.8. HecaHkumnoHupoBaHHbIA pgoctyn (HCA) - pgoctyn K MHGpOpMauuu, HapyLlaloLwmia
npasuna pasrpaHuYeHnss [ocTyna C WCNOMb30BaHMEM LUTATHbIX CPEeACTB, MpefoCTaB/AeMbIX
CpefCTBaMM BbIYUCNTENbHOM TEXHUKN NN aBTOMATU3MPOBAHHLIMW CUCTEMAMW.

2.9. T1oCTOPOHHME NMUa - Nuua, KOTOpble He WMEKT MNpaBa CaMOCTOATENbHOrO A0CTyna B
nomMelleHne u (UM) He MMEKOT MpaBa camocToATenbHoro goctyna B MCMAH u (Mnn) He vmetoT
[0MycKa K NepCoHabHbIM JaHHbIM.

2.10. CpencTBO 3alWmMThl MHMOPMAaLUM OT HecaHKUMOHMpoBaHHOro poctyna (C3U ot
HCJ) -nporpaMMHOe, TeXHMYECKOe WAN MPOrpamMMHO-TEXHUYECKOE CPeACTBO, Hampas/eHHOe Ha
npefoTBpaLleHre AN CyLLeCTBEHHOE 3aTpyAHeHEe HECAHKLMOHUPOBAHHOI0 J0CTYNa K MHopMaLmn.



3. O6s3aHHOCTK Nnonb3oBaTens

3.1. He pasrnawartb nepcoHasnbHble JaHHble, KOTopble ByAYT AOBEPEHbl UK CTaHyT U3BECTHbI B
xoze paboyero npouecca BO BPeMS BbINONHEHNSA [O/IXHOCTHbLIX (LOroBOPHbIX) 0653aHHOCTEN.

3.2. He coo6Latb YCTHO UM NMUCbMEHHO, He nepeAasaTb B KaKOM-M60 BUAe TPeTbUM MLam u
He packpbiBaTb My6/MYHO MepcoHaNbHble AaHHble 6e3 COOTBETCTBYHOLLEro paspelleHuns AupeKTopa
MKOQOY «Jnueii No2».

3.3. 3HaTb U BbINOMHATL TpPebOBaHWA 3aKOHOAATENbHbIX aKToB Poccuiickoin ®depepaumu,
HacToswen WHCTpYKUMM W LPYTUX BHYTPEHHUX [OKYMEHTOB, PerfameHTUpYHLMX MNOopsgoK
06paboTKM NepPCOHasbHbIX AaHHbIX.

3.4. BbinonHATe Ha APM TO/bKO Te npouefypbl 00paboTKN MepPCOHaIbHbIX AaHHbIX, KOTOpble
onpeAeneHbl O/MHKHOCTHOW MHCTPYKLMEN.

3.5. 3HaTb M cobntofatb YCTAHOB/IEHHble TpeboBaHMA 06pPabOTKM MNEepCoHaNIbHbIX [AaHHbIX,
YUeTy, XpaHeHUI0 1 Nepecblike HocuTenel nHpopMauum, obecneveHno 6e30MacHOCTU NePCOHaNbHbIX
[aHHbIX.

3.6. Ncnonb3oBaTb AN XpaHeHWs MEepPCOHaNbHbIX [aHHbIX TOMbKO ONpefefieHHble MecTa
XpaHeHWs 1 YYTeHHble HOCUTENN NepCOHaNbHbIX AaHHbIX.

3.7. HesameannTenbHO, B KpaTyailime cpoku, coobuwate MKOY «/lnuein Ne2» 06 yTpaTe nnm
HegocTaye HOCUTenen WHQopMauunM, YAOCTOBEPEHWUI, MNPOMYCKOB, K/KYeW OT MOMELLEHWIA,
XpaHunuL, ceiAoB U 0 Apyrux haktax, KOTopble MOTYyT NPUBECTU K pasrfalleHnt0 MepCoHasIbHbIX
[aHHbIX.

3.8. Mpn npekpaweHmn paboT (TPYZOBbIX OTHOLUEHWA) BCe MaTepuasibHble HOCUTENN,
cofepxalime nepcoHanbHble AaHHble ((haew-HakonuTenu, AUCKETbl, ONTUYECKNE AUCKWU, LOKYMEHTHI,
YEpHOBUKM, pacrneyaTKn Ha NPUHTEpPax, KMHO- 1 (hoToMaTepuasbl, MOLENW, NPOMbILL/IEHHbIE 06pa3Lbl
1 np.), nepegatb gupektopy MKOY «Jlnuein No2x.

3.9. CobnogaTb Tpeb60BaHUS NapobHON NONUTUKK (pa3gen 4).

3.10. Cobntogatb TpeboBaHWNA aHTUBMPYCHO 3alnThl (pasgen 5).

3.11. Monb3oBaTenu, umeroLme BbIxod B VIHTEpHET, 0643aHbl cobnoaTh npasuna npu pabore B
ceTAX CBA3M O6LLEro nosib3oBaHWUA U (UIM) CETAX MEXAYHapoLHOro MH(pOPMaLMOHHOro 0bMmeHa
(pa3pen 6).

3.12. MNonb3oBatenn, paboTaloliMe C  3M1EKTPOHHOMW  MOAMNUCHID  WAN  UCMOMb3YHOLMe
WwupoBaHne,  06sA3aHbl  cobnogatb  MIHCTpyKUMio  no  obpalleHUMO  co  cpefcTBamut
KpunTorpaguyeckon 3alnTbl MHpopMaLmn.

3.13. 3kpaH MOHUTOpPA B MOMeLLEHUN pacrnonaraTb BO BpeMs paboTbl Tak, YTOObI UCKNKOYaNach
BO3MOXHOCTb HECaHKLMOHMPOBAHHOIO O3HAKOMJIEHWA C OTO6paXKaeMoil Ha HWUX WHGopMmaLmeit
MOCTOPOHHUMMW INLAMMU, LUTOPbI HA OKOHHbIX MPOEMaXx LO/XHbl ObITb 3aBeLlaHbl (Kano3n 3aKpbITbl).

3.14. 060 BCeX BbIABMEHHbIX HapyLUEHUAX, CBA3aHHbIX C MOPALKOM  06paboTKu
NepPCOHa/IbHLIX AaHHbIX, a TakXe ANS MOMyYeHUA KOHCynbTauuii no Bonpocam 06paboTKu
MepCoHaNbHbIX [aHHbIX, HE06X0AMMO 06pallaTbCAd K OTBETCTBEHHOMY 3a OpraHusauuio 06paboTku
MepCcoHasbHbIX AaHHbIX.

3.15. TMonb3oBaTenam sanpeLlaeTca:

3.16. HapywaTb ycTaHoBfeHHble B MKOY «Jluueir Ne2» MHCTpyKuMm no pabote cC
MepPCOHaNbHbIX AaHHbIX.

3.17. Vcnonb3oBaTb KOMMOHEHTblI  MPOrpamMmmMHOro N annapatHoro obecneyeHus
MKOY «Jlnuein Ne2» B HECNYXKEOHbIX Liensx.

3.18. OcTaBnATb CBOe paboyee MecTo 6e3 MpUCMOTpa, MpeABapuTe/lbHO He 3ab/I0KMpPOBaB
(wTaTHbIMK cpeacTBamMK onepaunoHHon cucteMbl Windows — kKoMm6uHaumein knasuw [WIN] + [L]
nan [CTRL] + [ALT] + [DEL] ¢ ganbHenwmm HaxaTueM KHOMKWU «BOKMPOBKa» MOSIBMBLUErocs
MEHI0, 1160 NPV MOMOLLM LUTATHLIX CPEACTB 3allUThbI

3.19. ViHdopmauum oT HECaHKLLMOHNPOBAHHOTO LOCTYNa MNPU UX HAIN4Yun).

3.20. OcTtaBnsaTh 6€3 NPUCMOTPa NN HeybpaHHbIMK B XpaHuIuwa (Lwkad, ceid) HOCUTENN UK
LOKYMEHTbI, CoAepXKallme NepcoHasbHble JaHHbIe.

3.21. 3anucbiBaTb M XpaHWUTb MEPCOHa/IbHbIE aHHble Ha HEYYTEHHbIX HOCUTENAX MH{OopMaL MK
(onNTryecKux gMckax, MMOKNUX MarHUTHbIX AUCKaX, (PN3LL- HAKOMUTENAX U T.N.).

3.22. CaMOBO/NbLHO M3MEHATb COCTaB W KOHQUIypauuio WCNONb3yeMbIX MPOrpamMmMHbIX,



annapaTHbIX, MPOrpaMMHO-annapaTHbIX CPeACTB,  CaMOBOSIbHO — yCTaHaB/iMBaTb  NpPOrpamMmmHoe
obecneyeHve, OTKNHOYATL/NOAKNIOYATL 060PYL0BAHNE UM U3MEHATL PEXMMbI €r0 paboThl.

3.23. CamoBo/sibHO nogkntoyate APM wnun gpyrve cpefcrtea, u3meHats IP-agpec, MAC-agpec
W VIHbIE HACTPONKM ceTn APM.

3.24. Tlpon3BogMTb AENCTBUA, HANpPaB/eHHbIe Ha NOMYYeHNE HECaHKLMOHUPOBAHHOMO JOCTYMNa
K APM 1 cepBepaM, paBHO Kak 1 Nt06bIM ApyruM y3nam Unn VIHTepHeT, B TOM Yunche:

* 1eICTBUS, HanpaB/ieHHble Ha HapyLleHWe HOPMa/lbHOr0 (PYHKLMOHMPOBAHWNSA 3/1EMEHTOB CETU
(KoMMblOTEPOB, APYroro ceTeBoro 060pyA0BaHUSA UK NPOrPaMMHOro obecneyeHns);

*yCTAHOBKA MNPOrpaMMHOro 06ecneyeHnsi, OCYLLeCTBAAKOLLEro nepexsar
(MHpOPMALMOHHBIX NaKeTOB), afpecoBaHHOW APYrMM MOb30BaTENAM;

* [IeliCTBUS, HanpaB/ieHHble ~ Ha  MONyYeHWe  HeCaHKUMOHMPOBAHHOIO focTyna K
NH(OPMaLMOHHbLIM pecypcam, B MOC/efyoLLeM UCMONb30BaHUM TaKoro 4oCTyna,

* YHAUTOXEHWe, MoangMKaLmua nporpaMmMHOro obecrneyvyeHns UM faHHbIX 6e3 cornacoBaHus ¢
AMPEKTOPOM WK BNafenblaMu 3Toro pecypcea;

* NONbITKM NoA60pa Naposniein K NobbIM MHPOPMALMOHHBIM pecypcam MeToLOoM nepebopa Bcex
BO3MOXHbIX BapuaHTOB nj;lponel‘/’l, Nn6o artak no CroBapio;

* YMbILUMEHHbIE AENCTBUA MO CO34aHMI0, MCNOMb30BAHUIO W PACNPOCTPAHEHUIO BPELOHOCHbLIX
nporpaMMm, B TOM YMC/ie HamnpaB/EHHbIX Ha NOyYeHWe HecaHKLMOHWPOBAHHOIO AOCTyna K N06bIM
MH(OPMALMOHHBIM 1 CNY>XebHbIM pecypcam (Kak BHYTpu MKOY «Jlnueii No2»

r.0. Hanbuvk 1aK 1 BHe), 1160 Ha HapyLUeHWe LLeNoCTHOCTM M paboTOCNOCOBHOCTH 3TUX CUCTEM;

* AEeCTBNA MO CKaHMPOBAHWIO JfIOKA/IbHOW CeTW C Lefblo OfpefeieHns ee BHYTPEHHeN
CTPYKTYPbI, CIUCKOB OTKPbITbIX MOPTOB, HA/IMYUSA CYLLECTBYIOLMX CEPBUCOB U YA3BUMOCTEIA.

3.25. CamOBO/NIbHO W3MEHATL NapaMeTpbl CPeACTB 3awMTbl UHGpopMauun (B TOM 4ucne u
CPeACTB aHTMBMPYCHOM 3alliWTbl), a TaKXKe 3aBepllatb WX paboTy W (MAKM) CaMOCTOATENIbHO WX
yCTaHaB/NNBaTh.

3 26. CamocTosTeNlbHO pa3pabartbiBaTh UK UCNO/b30BaTh HEPErfaMeHTUPOBaHHbIe (6e3
paspeLLeHns AMpeKTopa, He OTHOCALLMECS K NPOM3BOACTBEHHOMY MPOLLECCY) nNporpaMmMbl (Hanpumep:
nrpbl; IM-knneHTbl, Takme kak Google Messenger, 1ICQ u T.n.; P2P-knuneHTsl: Kazaa, eM/Jle n 1.0.).

3.27. PaspewaTb NOCTOPOHHUM NinLaM paboTaTb NOA CBOE yUYeTHON 3anuckio B ICM H.

3.28. lMepecblnaTb NepcoHasbHble faHHbIE MO KaHanam CBA3W B OTKPbLITOM BWAe, B TOM yucne
WHTepHeT no TenedoHy, (pakcy, 3MEKTPOHHOW mnoyte U T.n. (6e3 WCMnonb30BaHUSA CPeAcTB
LUnpoBaHua).

3 29. MonyyaTb AOCTYN K MNEPCOHANbHLIM [aHHbIM C pabouynx MecT, He 000pPYAOBAHHbLIMU
Heo6X04MMbIMUN CPeACTBAMU 3aLLUTLI MH(OpMaLMK.

330 CamoBO/IbHO cO34aBaTb COBMECTHO MCMOSb3yeMble CeTeBble pecypcbl (Nanku o6uiero
,CI,OCTyI'Ia) Ha CBOWX KOMMNblOTEpPax Wu q3al7ll'IOBbIX cepsepax, He CaHKLUWOHWMpPOBaHHO YyaanATb WK
N3MeHATb Nnpasa 4OCTyna K HUM. u

3.31. B cnyyae BO3HUKHOBEHMS /HOObIX MeXaHWYeCKUX HeucrnpaBHOCTel B 060pyfOBaHUM
OCYLLECTBNIATL CAMOCTOATE/IbHbIE MOMNbITKN X YCTPaHEHUS.

3.32. MpenaTcTBOBaTh AO/HKHOCTHBIM fIMLaM MpU MPOBEAEHUN MPOBEPOK M CAYXEBHbIX
paccnefoBaHuUii, CBA3aHHbIX C 06ecneyeHnemM 6e30NacHOCTY MHopMaLuu.

3.33. Yganatb MAM MCKaxaTb nporpammbl M (aiisibl ¢ NepCcoHalbHbIMA AaHHbIMU U UHOW
BaXKHOI nHopmauueli (Hanprumep, CUCTEMHOIA, HEOOX0AUMOW ANs hyHKUMOHMpoBaHUa NCIAH).

3.34. YMbILWNEHHO UCMNO/b30BaTh HEAOKYMEHTUPOBaHHbIE CBOMCTBA M OWNOKM B NPOrpaMmMHOM
obecneyeHn WAM B HACTPOMKax CPeACcTB 3aliWTbl, KOTOPble MOrYT MPMBECTU K BO3HUKHOBEHWIO
BHewWTaTHON cuTyaumn. O6 06Hapy>XeHWM Takoro poja OWMKBOK -CTaBUTb B W3BECTHOCTb
PYKOBOAWTENS CBOEro noapasfeneHns v COTPYAHWKOB, OTBETCTBEHHbIX 3a YCTAHOBKY W (Mu)
CONPOBOX/EHNe MporpaMMHoOro obecneyeHns (ALMuUHUCTpaTopa 6e30MacHOCTM MEepPCOoHasbHbIX
[aHHbIX B MHMOPMAaUMOHHbIX CUCTEMAX MNEepCOHaNbHbIX [aHHbIX (Janee

NH(opMaLmm

- agMUHKCTpaTop

335 lMoaknoyaTb /NIMYHbIE CPEACTBA BbIYMCIUTENBHOM TEXHWUKU: HOYTOYKM, KapMaHHble
KOMMNbOTEPbI, CMaPTQOHbI W T.N., a TAKXE NMYHble HOCUTENN 1 HAKONUTENN MH(opMaumn. B cnyyae

Heo6Xxo4MMOCTM MepeHoca WMHMOPMaUMN C NMYHLIX HOCUTENel WHGopmMauum obpawaTtbea K
OTBETCTBEHHbIM.



4. TlaponbHaga nonmTuka

4.1. O6wye TpeboBaHUs K Naponsam:

4.1.1. MnHumansbHoe TpeboBaHue: B6YKBEHHO-LM(POBOI Maposb.

4.1.2. )XenatenbHO WUCNO/Mb30BaTb OYKBbl B BEPXHEM WM HUXKHEM perucTpax, Uudpbl Wnu
cneymnanbHble cUMBONbI (Hanpumep: ~! @ #$% n&* () _- +=\?/ .,:;’1[{}<>.nT1.N).

4.1.3. MUHUManbHas AN11MHa Napons: He MeHee 6 (LLecTu) CMBO/IOB.

4.1.4. MaKcuManbHbIin CpoK AercTBus napons: 90 CyToK.

4.1.5. 3anpeT Ucnosib30BaHMS TPex paHee MCMO/b30BaBLUMXCA Naposeil.

4.16. Maponb lMonb3oBaTens He AO/MKEH BK/IOYaTb B CEOS NIErKO BbIYMCSiEMble COYETaHWA
CYMBO/IOB, OOLLENpPUHATbIE COKpaLLeHWs, WMMeHa, (amuinuun, LO/MKHOCTU, 0L POXAEHWs, HOMep
nacrnopTa, TabenbHbln HOMep, UHYI UH(OopPMaLuto o Monb3oBaTene, LOCTYMHYO APYTMM MLaM.

41.7.  3anpewjaeTca MCMNOMb30BaTb B KayeCcTBe Napons OAMH U TOT >Ke MNOBTOPSHOLLMIACA
CYMBO MO0 MOBTOPSAOLLYHOCA KOMOUHALMIO U3 HECKO/IbKMX CUMBOJIOB.

4.1.8. 3anpelLaeTcs MCNOMb30BaTh B KayecTBe Naposis KOMOWHALMIO CUMBO/OB, HabupaeMbIX B
3aKOHOMepHOM MopsigKe Ha Knasuatype (Hanpumvep: 1234567, qwerty u T.n.).

4.2. TpaBuna Mcnosb3oBaHWs nNaponeii:

4.2.1. XpaHuTb B TaiiHe CBOI Naposib, He Co06LaTh ero ApyruM uuam.

4.2.2. He npepoctaBnsaTh goctyn B UCMAH Apyrum nuuam nog CBOen yYeTHON 3anunchbio 1
naposem.

4.2.3. \3MeHATb CBOI Naposib Npu NepBoM TpeboBaHMM NONTUKIN Napoeli onepaLuoHHON
cuctemol n/unu NCMAn.

4.2.4. Bo Bpems BBOAa Naposieilt HE06X04MMO UCKIHOUNTb BO3MOXHOCTb €ro NogcMaTpmBaHus
MOCTOPOHHUMMW NNLLAMUN UM TEXHUYECKUMU CpefcTBamu (BUAeOKamepsbl U ap.).

4.2.5. 3anpewaetca 3anucbiBaTb CBOW NAapoanM B 0YEeBUAHLIX MeCTax, BHYTPEHHOCTU ALMKa
cTona, Ha MoHuTope APM, Ha 06paTHOli CTOPOHE KnaBmaTypbl 1 T.4.

4.2.6. 3anpelLaeTcs XpaHUTb Napo/in B 3aMMCaHHOM BUje Ha OTAENbHbIX NUcTax bymaru.

4.3. CMeHa, ypaneHue nMyHOro napons no6oro onb3oBaTens NPou3BOAUTCA B CrefyroLmx
cnyyasx:

4.3.1. B cny4yae Nof03peHNS HA KOMMNPOMETAaLLMIO Napons;

4.3.2. N0 OKOHYaHUN CPOKa AeNCTBUS;

433.B cnyyae npekpaweHnMs nonHomMounin (yBOMbHEHME, MNepexof Ha Apyryt paboty
BHYTpM) onb30BaTens rnocfe OKOHYaHUA NocnefHero ceaHca paboTbl B MHPOPMALMOHHBIX CUCTEMAX
NepcoHasbHbIX AaHHbIX;

4.3.4. N0 yKa3aHWO OTBETCTBEHHOIO0 3a OpraHu3auuio 06paboTKM NEepCoHaNbHbIX AaHHbIX.

4.4. Tlpn yBO/MbHEHUMW, MEpPexofe Ha HOBYH [AO/KHOCTb COTPYAHWKA, WMEIOLEero Aoctyn
MOMVMMO CBOeli YYeTHOW 3anucu K ApyruM pecypcaMm (MeXceTeBble 3KpaHbl, MapLupyTU3aTopbl,
cepBepbl, Apyrve yYyeTHble 3anucu 1 T.M.) TakKe NPOM3BOAMTCA BHENaHOBas CMeHa naposieil K Takum
pecypcam.

5. lNpuMeHeHMe NNYHbIX NAEHTUHDNKATOPOB B MH(opMaLMOHHOM cucteme M/,

5.1. MpuBAsky wnaeHTUUKATOpa K Mosnb3oBatento  (YYeTHOW  3anmMcu)  BbIMOJSIHAET
aAMUHUCTPATOP 6e30MacHOCTMU.

5.2. Monb3osatenm WCMAOH nonyyalT CBOW  WUAeHTU(MKATOP Yy  agMUHMCTpaTopa
6e30MmacHoCTu.

5.3. Nonb3osatesnb MCMNAH 0683aH XpaHWUTb CBON NINYHbLIA UAEHTU(MNKATOP B HELOCTYMNHbLIX 414
ApYrux COTPYAHUKOB XpaHUINLLAX.

5.4. Monb3osatento NCIAH 3anpeLiaeTca nepefaBarb CBOM MYHBIA UOEHTU(HUKATOP.

5.5. B cnyyae ytepu nuMYHOro naeHtudgukaropa, nonb3osarens VICTAH fo/mKeH HeMeLneHHO
[LONOXUTb 06 3TOM afiMUHMUCTPATOpPy 6e30MacHOCTU MH(OPMALUN.

5.6. B cnyyae npekpaweHuMs MNOAHOMOYMIA  y4yeTHOW 3anmcu nonb3osaTens WCMAH
(yBONbHEHME, Mepexofd Ha Apyryt paboTy, B [Apyroi OTAen VAN MOMELLeHWe, a TaKxXe Apyrue
06CTOATENbCTBA) YYETHAA 3anucb A0/KHA OblTb yAasneHa, a ee UAEHTUDUKATOP AO0/MKEeH ObiTb CAaH
afMUHUCTpaTOpy 6e30MacHOCTM MHAOPMALUM NOCNe OKOHYaHWA NOCNefHEro ceaHca paboTbl 4aHHOMO
nonb3osarens 8 UCMAH.



57. B cnyyae KoOMnNpoMeTauuMu WM YTEPU JIMYHOTO MAEHTMMKATOopa MONb30oBaTens
cneynannucTom no 3awmrte WHQoOpMauMM [LO/DKHbI ObiTb HeMeAsNEHHO NPeAnpPUHATbI Mepbl B
COOTBETCTBMU C M. 5.7 HacToAwen VHCTpyKumn.

5.8. AgMmuHuctpatop  6e30macHOCTM  MHMOpMauUUM  AO/MHKEH  MPOBECTU  CnyXebHoe
paccnefioBaHve [AN9 BbIACHEHWS MPUYUH KOMMNPOMETaUuMM WAeHTU(MKaTopa C LENbi BbIpaboTKU
HOBbIX WM COBEPLUEHCTBOBAHUA MPUHATLIX TEXHUYECKUX U OpraHun3alMOHHbIX Mep Mo YCTpaHeHWo

Takol yrposbl B OyayLleM, a TakXe BbISCHEHMIO BENNYMHBI yiepba, KOTOPbIA MOXET 6blTb HaHECEH
CO6CTBEHHMKY MH(DOPMALMOHHBIX PECYPCOB.

6. AHTMBMpYCHasa 3awmTa

6.1. B cnyyae  OTCyTCTBUA WTaTHbIX  (PYHKUWIA aHTUBMPYCHON nporpaMmbl,
npeLycMaTpuBalOLLMX aBTOMATUYECKYt0 MpPOBepKy (paiinos, lMonb3oBaTeNb 0653aH OCYLLECTBAATb
NpoBepKy (halinos, NonyyvaeMbix:

* N0 3/1EKTPOHHOI NOuYTe;

* yepes ceTb VIHTepHerT;

* HA MarHMTHOM, ONTUYECKOM AWCKe, NI3LL-HaKONUTENE,;

* NIHOM CbeMHOM HOCUTesle MH(OPMaLNK;

* NO/TYYEHHbIE VHBIM CMOCOGOM.

6.2. MNepep OTKPbITUEM BIOXEHUSA (CCbIIOK) YOeaNTbCA B TOM, YTO OTMPaBUTe b JeNCTBUTENbHO
nocnan BaMm 3TOT (paiin, Aaxe €cnu OH W Jo/KeH 6bin 3TO caenatb. [M0o3BOHMTE emy camu. He
[OBepANTEe UMEHW OTNPaBUTENS U YKa3aHHbIM B TEKCTe MMUCbMa HOMepam TenedOHOB, a TakXke nuam,
MO3BOHMBLUVM BaM CaMOCTOATENIbHO C NPOCLO0I OTKPbITh (akisibl ¥ NPONTY MO CChINKaM.

6.3. Monb3oBaTento 3anpeLaeTca:

6.3.1. OcyLiecTBNATL [AENCTBUA, HamnpaB/ieHHble Ha BbIKIHOYEHWE aHTUBUPYCHOW MpOrpaMMbl.

6.3.2. CamocToATENbHO YcTaHaBnMBaTb Ha APM nporpammHoe obecrneyveHue.

6.3.3. 3anyckatb (halifibl, MONy4YeHHble MO CETAM CBA3M (3NEKTPOHHOW nouTe, WHTepHeT), co
CbEMHbIX HOCUTENei, faxe eCcnu OHU NOyYeHbl MPOBEPEHHOr0 ajpecarta, 6e3 npeaBapuUTENbHON UX
NMPOBEPKY aHTUBUPYCHOM NPOrpaMMon.

6.34. Ipn BO3HUKHOBEHUWN MOAO3PEHUSA Ha HaAMYMe KOMMbIOTEPHOro BMpyca (HETUMNUYHAA
paboTa NnporpaMm, NosiBfeHNEe rpaPuUYecKnX 1 3ByKOBbIX 3PHEKTOB, UCKAXKEHWI JaHHbIX, NponagaHne
(halinoB, u4acToe MOsBAEHME COOOLWEHW A O CUCTEMHbIX owwnbkax wu T.n.) [lonb3oBaTens
CaMOCTOATE/IbHO WKW BMeCTe C OTBETCTBeHHbIM (CneunanucTom no 3aliute UHGopMauun) AOo/mKeH
MPOBECTN BHEOYePeLHOW aHTUBUPYCHbI KOHTPONb CBOEro paboyero mecTa.

6.4. B cnyyae o6Hapy>KeHus npu NpoBefeHWUI aHTUBUPYCHOW NPOBEPKMN BUPYCHOIO

3apa>keHus Nonb3oBaTenm 0653aHbl:

6.4.1. NnpuocTaHOBUTL paboTy;

6.4.2. HemMe[/IeHHO NOCTaBUTb B W3BECTHOCTb O (hakTe OOHAPY>XXEHWUA BUPYCHOrO 3apakeHus
oTBeTCTBeHHOMY (CreymanncTy no 3awmute MHpopmauun);

6.4.3. COBMECTHO C Bnafe/bLieM 3apaXeHHbIX BUPYCOM  (DailloB  NPOBECTU  aHanu3
He06X0AMMOCTU [a/IbHEALLEro NX UCNO/b30BaHNS;

6.4.4. NPOBECTM NleYeHNe NN YHUUTOXEHWE 3apaXkeHHbIX (haiinos.

7. Mopsapgok pabotbl B UCIMAH n cetn NHTepHeT

7.1. MogknoyeHne K UCMAH v ceTun IHTepHeT

7.1.1. Lenbto pabotbl Monb3osatens B UCMAH n cetn NHTepHeT aBnseTca cbop, 06paboTka,
XpaHeHve NepcoHasIbHbIX faHHbIX, 06MEH 31eKTPOHHbIMU COOBLLEHUAMM B CNYXEOHbIX LIeNsX.
7.1.2. Joctyn K CIMAH v cetn NHTepHeT npepoctasnsetca Monb3oBaTensiM TOMbKO B TOM C/yuae,
eCNM 3TO He MNPOTUBOPEYUT TpeboBaHWAM HacToAwen WIHCTPYKUMU WM WHBIMW HOPMATUBHbLIMU
[LOKYMeHTaMu B 06/1aCTU 3aLlUTbl MHOPMALUN.
7.1.3. Ooctyn nonb3osatens K UICMNAH gns 06paboTkM NepcoHabHbIX LaHHbIX NMPOU3BOAUTCS TO/IbKO
C paboymx MecCT, Ha KOTOPbIX YCTaHOB/EeHbl CPeACTBA 3aLLMTbI MH(OpMaL UK.
7.1.4. OcHoBaHVeM A/11 NOAKAOUeHNs coTpyaHuka MKOY «Jlnueii Ne2» kK MCMAOH n ceTn NHTepHeT
ABNSAETCA MOTMBMPOBAHHAA 3asaBKa OTBETCTBEHHOMY 3a OpraHusaunio 06paboTKM NepcoHaNbHbIX
[aHHbIX OT HernocpeACcTBEHHOro pykosoauTens lMonb3oBaTens ¢ ykazaHWeM MOAHOMOYMIA JOcTyna K



TaKUM pecypcam W1 cepBucam.

7.1.5. OTBETCTBEHHbIA 3a OpraHuM3auuio 06paboTKM NepCoHaNIbHbIX [aHHbIX, MG0 COTPYLHUK,
BbINOMHAKOLWMNIA  ero  (yHKLMKW, opraHusyeT nogknoveHne Kk WICMOH wanm cetn  WUHTepHeT
Monb3oBaTtenein B yCTaHOB/IEHHOM MOPSAKe, OCYLLEeCTBASAET KOHTPO/b Haf MCNONb30BaHWEM [AaHHbIX
PeCcypcoB 1 CepBUCOB.

7.1.6. MNocne BbINONHEHUA 3afaHusi OTBETCTBEHHbIA 3a OpraHu3auuio 06paboTKM NepcoHasbHbIX
[aHHbIX CO06LLaeT NONb30BATENO BbIMOMHEHUM 385BKU.

7.2. OcHoBaHvem A OTKNOYeHWUs nonb3osaTens o1 VCIAH 1 ceTn VIHTepHeT ABNATCA
cnefyrouime cobblTus:

* HapyLleHWe WHCTPYKUWUA W WHbIX JI0KaJbHbIX HOPMATWBHbLIX aKTOB B 0611acTW 3awWuTbl
nHopmaumn MKOY «Jlnueii No2»;

* YBOJIbHEHWe [ofib30BaTens, IM60 NepeBof ero B Apyroe noapasaeneHue.

1.b.MopagokpaboThl B ceTW NHTepHET

731 Mcnonb3oBaHne coTpygHukamm MKOY  «Jluueid No2»  ceT  WIHTEpPHET  A0/MKHO
OCYLLEeCTBAATLCSH UCK/TIOUNTENBHO A1 BbIMNOHEHWS LOMKHOCTHBIX 0683aHHOCTEN.

7.3.NHhopmauns, obpasoBaHHas (o6bpasyrowiascd) B npouecce TPYAOBOW [AesATeNIbHOCTM
paboTHUKa MKOY «Jluuein No2» aBnseTca co6CTBeHHOCTbI0 MKOY «Jluueit Ne2» 1 He NOAnexuT
MCMOMb30BaHMIO (B TOM YMC/IE UCMOMb30BAHUIO B CeTU VIHTEPHET WA C NOMOLLbIO CeTU VIHTepHET) B
NINYHBIX Lensax u (Mam) B KOPbICTHLIX MHTepecax Apyrux nuy, (opraHusaumi).

7.3.3.MNMpn npoBefeHNN TEXHUYECKMX paboT, CBA3aHHLIX C HACTPOMKOWA 060pyLoBaHMS
(KOMMyHMKaumnoHHOe o060pyAoBaHMe, TMPOKCU-CepBepa, MapLupyTmM3aTopbl W T.n.); B Cly4ae
06Hapy>XeHNA NOMbITOK HeCaHKLMOHMPOBAHHOIO focTyna K WHTepHeT-wnto3y, APM onb3oBaTeneii
MOXET MPOBOAMTLCA BPEMEHHOE OTK/KOUeHNe Monb3oBaTeneil 0T cepBUCOB CeTU IHTepHeT (B ciyyae
NNaHOBOr0 OTK/OUYeHUA Monb3oBaTeny yBeaoMAKTCA 06 3TOM 3a61aroBpeMeHHO).

7.4. TpupaboTe B ceTn VIHTepHeT-MNoNb30BaTENAM 3anpeLLaeTCa:

7.4.1. yMbILWINEHHOE pacnpocTpaHeHne W MofiyyeHne martepuanoB B/M3 CeTU  VIHTEpHeT,
NpoTMBOpeYalMX 3akoHofaTenbcTBy Poccuitickoli  ®epepauyun, B TOM  4UC/e  MaTepuasos,
nponaraHAVPYOLWNX HacuIve WAKM 3KCTPEMU3M; pasXuUrarlmx pacoByt, HaLMOHAbHYO WAN
PENIUTUNO3HYIO BPaXKAy; Pas3bACHAKOLWMX MOPALOK W3rOTOBMEHUS W/MNN NPUMEHEHUS HapKOTMKOB,
B3pbIBYATbIX BELLECTB, OPYXXMSA U T. MN.; MaTepManoB NOPHOrpapuUeckoro xapakrepa; KOMNbIOTEPHbIX
BUPYCOB N ApYrnUX BPeAOHOCHbLIX NPOrpaMm;

7.4.2. nepegaBatb B CeTb VIHTEpPHET MH(opMauuio, K KOTOPOA B COOTBETCTBUU C
3aKOHOJAaTe/Ib,CTBOM OrpaHuyeH pocTtyn (MepcoHabHble [aHHble, CnyXebHasa uHhopmMauus) 6e3
COOTBETCTBYIOLLIEr0 paspeLLeHus;

7.4.3. hanscuuumnposatb IP-agpec, MAC-agpec, WHble afgpeca, WCMo/Nb3yemble B CETEBbIX
MPOTOKONAX, a TaKXKe MPoUy MHOPMaLMIO NPy Nepesiaye JaHHbIX Yepes ceTb VIHTepHeT.

7.4.4. npefocTaBnATb AOCTYN B ceTb VIHTepHeT co cBOeil paboyeil CTaHUMM KOMY-/Mb0, B TOM
yucne NpPorpaMMHO-TEXHUYECKMMM crnocobammn 4yepe3 JOKa/SIbHYH BblYUCIUTENbHYIO ceTb MKOY
«Jlnuein Ne2» (Hanpumep: NyTeM HecaHKLMOHMPOBAHHOM YCTaHOBKMW fIOKa/bHOr0 VIHTepHeT-to3a
Ha paboyee MecCTO);

7.45. nonyyatb [ocTyn K ceTu WHTepHeT nobbiMu crnocobamu, He npeaycMOTPeHHbIMU
AEeACTBYHOLWMMY NoKanbHbIMK AoKyMeHTamu (MHCTpykumsamu, Mpasunamm MKOY «Jlnuein No2»)

7.4.6. OCYLLECTBNATb HECAHKLMOHMPOBAHHBIA AOCTYN K pecypcam W cepBucam ceTu VIHTepHeT.

7.4.7. BbINONHATL AeiicTBusA (B3noMm, DoS (oTkaz B o6cnyxusaHun), ARP- spoofing atakw,
CKaHVpOBaHWe NI0KafIbHOW BbIYUCUTE/IbHOW CETW) HarpaBfieHHble Ha HapyLLeHWe PYyHKLNUOHNPOBaHUSA
3/leMeHTOB CceTu VIHTepHeT (KOMMYHWKaLMOHHOIOo 060pyA0BaHWUSA, CepBepoB, paboyumx CTaHLUA,
nporpaMMHOro obecreyeHuns).

7.5. MpaBunapaboThbl Monb30BaTenel ¢ 3NeKTPOHHON NOYTOIA:

7.5.1. Monb3oBaTenn 0653aHbl UCNONb30BaTb 3/1EKTPOHHYIO MOYTY TO/MbKO [ANS BbINONHEHUS
CNY>XeOHbIX 0653aHHOCTEN.

7.5.2. 3anpeuiaetca oTNPaBAaTh (hainibl, COAepXaLlme nepcoHabHble faHHbIe B OTKPLITOM BUAe
(He 3alInpoBaHHbIE).

7.5.3. 3anpeLlaeTcs MaccoBas paccblika MOYTOBbIX C006LWeHNA (6onee 100) BHELWHUM
afpecatam 6e3 cornacoeaHus ¢ pyKoBOACTBOM (Crnama).



7.5.4. 3anpeLiaeTca UCMOMb30BaTb He CBOW 00paTHbI afpec Npu OTrpaBKe 3/1EKTPOHHOMN NOYTbI.

7.5.5. 3anpeLaeTcs 0TNPaBAATb NO 3/1EKTPOHHOW MOYTe UCMOoNHAEMble (aibl (06bIYHO WMeT
paclinpeHus exe, com, bat, js, vbs n T.n.). B cnyyae Heo6xoAMMOCTM OTMpPaBKM TakuX (haiinos,
rnomMeLlaTb UX B apX1B U YCTaHOBUTL Napo/ib.

7.5.6. MprcoenHAeMble (ait/ibl PEKOMEHAYETCSA YNakoBbIBaTb B apXMB NPy NOMOLLM MPOrpamm-
apXu1BaTopOB.

7.5.7. KopnopaTuBHble peKOMeHAaLMM NCNONb30BaHUS 31EKTPOHHOW MOYTbI:

* Bbl JO/MKHbI 0Ka3blBaTb TO Xe YBAXEHMWE, YTO 1 NPU YCTHOM OOLLEHUN.

*Bbl [0/MXKHbI MPOBEPATL MNpasonucaHue, rpaMMaTtuKy W ABaXAbl MepeynTbiBaTb CBOe
coo0LLeHre nepes OTrnpaB/ieHNEM.

* Bbl He JO/IXHbI y4acTBOBaTb B PacChliike MOCNaHWM, NepecbinaeMbiX MO LEenoyke (Yalle BCero
3TO NUCbMA PefiMrMo3HO-MNUCTUYECKOTO, Pa3B/IEKATENIbHOrO COLEPXaHUs).

* Bbl He JO/MKHbI paccblnaTtb COOOLLEHUSs, KOTOpble ABNAKOTCA 3/10BPeHbIMU, pasgpaxaroLwmmm
NNn cofepXxallmMm yrposbl ApYyrum nosib30BaTensm.

* Bbl [JO/MKHbI MOMHWUTb, 4YTO 3/1EeKTPOHHOE MOCMaHVe $SBASETCA 3KBMBa/EHTOM MOYTOBOM
OTKPbITKM U He [O/MKHO UCMOMb30BaThCA 419 NEepPechbiIKN NepCoHaIbHbIX faHHbIX 6e3 UCMOo/b30BaHUA
CPeACTB 3awmThl (LUMpoBaHKe). .

* Bbl He [O/KHbI MUCMO/b30BaTh LUMPOKOBELLATE/IbHbIE BO3MOXHOCTU 3/1eKTPOHHOW MOYThI 3a
NCKNIOYEHNEM BbIMyCKa YMECTHbIX 00BbABMEHNIA.

* Bbl He [O/IKHbI UCMO/b30BaTb KOPMNOPATUBHYIO 31EKTPOHHYIO NOYTY A5 MOCMAaHUIA TMYHOrO
xapaKTeé)a.

*Bbl [O/DKHbl HEYKOCHUTE/NbHO cobnofjaTb Mpasuia WM MHCTPYKUUM M MOMoratb
afMUHUCTpaTopam 60pOThLCA C HAPYLUUTENAMU NpaBun.

8. TlMopAagok paboTbl CO CbeMHbIMW HOCUTENSAMU MHOpMaLunmn

8.1 Mog wcnonb3oBaHWeM Hocutenelr uHgopmauun B WNCMNAH MKOY  «Jluuei
NMOHMMAETCH MX MOAKNYeHMe K UHGpacTpykType VICTIOH ¢ uenbto 06paboTku, npuema/nepegayn
MH(OPMaLMN MeXAY UHDOPMALMNOHHBIMW CUCTEMAMWN U HOCUTENAMU MH(OPMAaLUN.

82 [onyckaeTcs WCNONb30BaHWE TONbKO YUTEHHbIX HOCWUTENel WHGopMaummn, KoTopble
SBNAKTCA CO6CTBEHHOCTbI0 MKOY «/lnuei Ne2» 1 nogepratoTca perynsipHoin peBnsnn 1 KOHTPOIO.

8.3. YueT u Bblgayy CbeMHbIX HOCUTeNe MHopMaLnmn OCyLEeCTBASET NNLLO0, OTBETCTBEHHOE 3a
opraHu3aumnio 06paboTKM MepPCcoHasbHbIX AaHHbIX. PaKT BblgauyuM HOCUTENS PUKCUPYETCH B XXypHane
yyeTa MalLMHHbIX HOCUTENE NHpopMaL MK,

8.4. Ecnn poctyn Kk VCMOH Npou3BOAMTCA MPU MOMOLLM MepPCOHaNbHbIX WAEHTU(MKATOPOB
(eToken, Rutoken, Aap.), TO (hakT nofyyYeHWsa W chaynm AaHHbIX WAEHTUPUKATOPOB 0653aTe/IbHO
(bMKCMpyeTCAd  OTBETCTBEHHbIM 3@  OpraHuMsaumio  006paboTKM  MepCOHaNbHbIX  [JaHHbIX,
COOTBETCTBYHOLLUX XYpHanax.

8.5. BO3MOXHOCTb MNOAK/OYEHUS HOCUTENel WMHGopMauMK, a Takke MOyYeHUEe YUTEHHbIX
HOCUTenelk MHGopMauuyM npefgoctaBnaoTca lonb3oBatensM MO MHULMATUMBE PYKOBOAMTENEN
CTPYKTYPHbIX NOAPa3fe/ieHNin B Cnyyasx:

* HeoOXOAMMOCTW  BbINOMHEHUA BHOBb MPUHATHIM  PAabOTHMKOM  CBOMX  [O/HKHOCTHbIX
006513aHHOCTE;

* BO3HUKHOBeHMS Yy Monb30BaTens cnyxebHON HEO6XOANMOCTH.

8.6. MMpu ncnonb3oBaHMKM HocUTENEW MHOPMAaLMN HEOBXOAMMO:

* UCNONb30BaTb HOCUTENN WH(POPMALUN UCKIOUYUTENLHO NS BbIMOMHEHUSA CBOUX CNYXEOHbIX
006513aHHOCTE;

* 6epeXXHO OTHOCUTCS K HOCUTENAM NePCOHANbHbIX JaHHbIX.

e obecneunBatb (U3MUeckyto 6e30MacHOCTb HocuTeneln WHMOPMaLUM BCEMU PasyMHbIMU
cnocobamu;

* 13BELYaTh OTBETCTBEHHOMY 3a OPraHu3aLMi0 06paGOTKN MepCoOHaNbHbIX AaHHbIX O dakTax
yTpaTtbl (KpaXkun) HoCcUTeNein MHpopMaLuu.

8.7. Mpu MCNoNb30BaHUN HOCUTENEN NEPCOHANBbHBIX JaHHbIX 3arpeLLeHo:
* UCNONb30BaTb HOCUTENN MEPCOHA/bHbIX AaHHbIX B IMYHBIX LEeNsx;
* NepefaBaTb HOCUTE/IM MEPCOHAbHbIX AaHHBIX ApYrUM  nuam (3a UCK/IKUYeHUeM
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aflMMHUCTPATOPOB);

* XpPaHUTb CbEMHbIE HOCUTENIN C NEPCOHANIbHLIMU [aHHbIMK Ha pabounx cTonax, MMbo OCTaBNATb
nx 6e3 NpucmoTpa UK nepefasaTb Ha XpPaHEHUE APYTUM NILLAM;

* BIHOCUTb CbEMHbIE HOCUTENN C MEPCOHA/IbHBIMUA AaHHBIMU U3 CNY>KEOHbLIX MOMeLLeHUA ans

paboTbl C HAMU Ha JOMY U T. 4.
8.8. Jloboe B3aumogelicTeue (06paboTka, Mpuem/nepegaya MHGPoOpMaLMM)  UHULUMPOBAHHOE
Monb3oBaTeneM MeXAy WH(HOPMALMOHHON CUCTEMOW W HEYYTeHHbIMU (IMYHLIMW) HOCUTENAMM
NH(OpMaL MK, pacCMaTPUBAETCA KaK HECAHKLMOHUPOBAHHOE (3a UCK/OYEHNEM C/ly4aeB, OFOBOPEHHbIX
C agMuHucTpaTopamu 3apaHee). VIH(opmauus 06 WMCNONb30BaHWMM MO/b30BaTENAMU  HOCUTESNEN
NH(opMaLMM B MHPOPMALMOHHbLIX CUCTEMAX MPOTOKOMPYETCA U,MPU HEO06XOAUMOCTH, MOXET OblITb
npeAocTaBneHa PyKOBOAMTENAM CTPYKTYPHbIX NogpasdeneHuid, a Takke ampektopy MKOY «/lnueii
No 2.

8.9. BbIHOC CbEMHbIX HOCUTENeil MepcoHaNibHbIX [aHHbIX A1 HENOCPeLCTBEHHOW nepejayn
afipecaty OCYLLeCTBNAETCA TONbKO C MUCbMEHHOr0 paspeLleHns pyKOBOAUTENA CTPYKTYPHOro
nospasgfeneHus.

8.10. CbeMHble HOCUTENM MEepPCOoHaNbHbIX AaHHbIX, NpULIeAlIne B  HErogHOCTb, WK
OTC/Y>XUBLLUME YCTaHOB/IEHHbIV CPOK, NOA/1EXAT YHUUTOXEHNIO. Y HUUTOXEHNE CbEMHbLIX HOCUTENEN ¢
NepCOHaNbHbIMUA  [JaHHBbIMU  OCYLLECTB/SAETCS  KOMUCCMER, COCTaB  KOTOpPOW  onpefensercs
OTBETCTBEHHbIM 3a OpraHu3aLuio 06paboTKN MepcoHaIbHbIX AaHHbIX. 10 pe3ynbTataM YHUUTOXEHUS
HOCUTe/Ieil COCTaBNAETCA akKT.

8.11. B cnyvae yBONbHEHMA UMW nepeBofa paboTHMKa B ApYyroe CTPYKTYpHOe noapasfeneHue,
NnpeLoCTaB/ieHHbIE HOCUTENIM MNepCOHaNIbHbIX [AHHbLIX W3bIMAKOTCA W [enarTcs COOTBETCTBYHOLLME
MOMETKM B XXYpHasie y4eTa MallMHHbIX HOCUTENeN.

9. lNpaBa nosib3oBartens

9.1. Ncnonb3oBatb WCMAH MKOY «Jlnuyeii  Ne2»  and  BbIMNOMIHEHUS  AO/MKHOCTHbIX
00513aHHOCTEN.

9.2. O6pawarbca K OTBETCTBEHHOMY 3a OpraHu3aumio 06paboTKN MepcoHasIbHbIX AaHHbLIX A1
KOHCYNbTauMiA No MOBOAY WCMOMb30BaHUA MNpPOrpammHoro ob6ecneveHms u  APM, Bonpocam
06paboTKM NepcoHasibHbIX AaHHbIX.

9.3. HanpaensiTb NpeAnoXKeHnst Mo YCTaHOBKE HOBbIX BEPCUI CYLLECTBYHOLLEro NPOrpaMmmHOro

o6ecrieyeHus (c 060CHOBaHMEM HEOOXOAUMOCTY 3aMeHbI CTapbiX BEPCUI Ha HOBbIE).

9.4. NMonyuyatb KOHCYNbTaUMM U pPa3bACHEHMA MO  HOPMATUBHbIM  LOKYMEHTam,
pernameHTUpyoWmm paboTy ¢ NepCoHabHbIMK AaHHbIMKM B MKOY «Jlnuein No2».

10. OTBETCTBEHHOCTb
Monb3oBaTenlb HeceT MNepCcoHaNbHYH OTBETCTBEHHOCTb 3a CBOW AEACTBUA WA 6e3neincTeme,
KOTOpble MOTyT MOBfeYb 3a CO60I pasrnalleHvie NepcoHanbHbIX AaHHbIX, a TakkKe 3a HapyLleHue
HOpMaJIbHOT O (hYHKUMOHMPOBaHUA nCcrau nnu nx OTZEeNIbHbIX KOMMOHEHTOB,
HeCaHKLUMOHNPOBaHHbIM AOCTYN K MH(OpMauun B COOTBETCTBME C 3aKOHOAATENbCTBOM PoccuiicKoit
depfepaLMn U N0KaIbHbIMWU HOPMaTUBHBLIMY akTamy MKOY «/lnueii Ne2»,



